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Abstract With the rapid development of cloud storage, more and more people prefer to store their
owner data in remote cloud storage to avoid troublesome data management in local storage systems.
The most famous feature of cloud storage is the concept that storage as a service, users can store their
own data into clouds by public APls. However, because of losing absolute control of data, users
storing their own data in cloud storage will suffer a series of security problems, such as data peeping,
data tampering, and so on. In order to solute those security problems and improve the quality of
secure cloud system based on enhance its security, researchers have investigated lots about cloud
security problem in recent years, which established a research branch of the cloud storage- -secure
cloud storage system. This paper introduces the security demand of secure cloud storage system;
expounds the current status of cloud storage system; summarizes the key technologies of currently
secure cloud storage systems, such as encryption key’s distribution and management, attribute-based
encryption, searchable encryption, ciphertext-based data deduplication, provable data possession and
proof of retrievability mechanism, data assured delete, etc. At the end of paper we discuss the future

research directions of secure cloud storage system.
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Fig. 1

Security cloud storage system generic architecture.
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4.4 ETEXNESHEMBREAR

TE— R SAEE RGO T AP =S 1] REE
B} Ll /4R A — 2 58 B0 M % (data deduplication)
Fe ARV R BR F Gt b i oK A B (R AR A
ARG R R )R A [ P 2 Y B
SC2 BN AN [R] 1) 2% SC ., PR kg A TS v AR 4 R8s Y
ZERE AT E A R I B R A Ll S R T A
() 2 BUSEHE JR e e I 55 i m] LUK H 5 40040 gk
A0 s BT 0 % % A AN TR) L iR 55 4 AS e I B e HE
FAT T — A RS 1 Bidk % S0, 7 A R RE A

FH P TGk il 25 08 1

H X Z A 25 SO TC i i 5 AT 98 45 BR 7 4 FH e
Sk B e O =2 AR D B PR 2 feE P AR [R] RS % 4 n 2 R
AH R] B 25 SC B B o I B OIS 52 o Pk i #E J . Storer
S NAE 2008 AE4& M 1 — Fol R T 9% S0 A2 R0 N
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2N 2R B BCHE 5 St AR [ L 3 R gl T DL A% 458
%) F 52 500 TN I 2 AR 4 A7 % e 2R A7 W T ER A BR
2 Ah T AR I T L OE 2 T AR ) B SO A 7 AN R Y
5 ST [) B S G 114 ik e I ik

FEEBIEOMER 2L 2R h R EEMN
F 43 B B BT AW R AR TR W Som % 5 =X
A A ] %) B4l fin 2 RO [] 1 % SC A RE TR = A7 fih v ik
A7 HCHE M TCHRAE . PRt G o] 78 i %% 7 X — g A i 1
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4.5 ETFEXHHEFE IR
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BRI A LR UE 2R R 080 H A 24 BB L R AR 8K
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=AY AT A AR P A A B A B A
TR 2= S ARG - TG T 5080 5 8 1 1 B | oK
PUA B BRI A7 A 1 I B TR N 2 0 AR O AR
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